Understanding
Data Access and
Management

Lesson

2

O b j e c t i v e D o m a i n M at r i x
Technology Skill

Objective Domain Description

Objective Domain Number

Understanding Cloud Storage Services
• Understanding OneDrive
• Understanding OneNote
• Understanding Outlook
• Understanding Microsoft Office 365
• Using Azure Storage

Describe cloud storage services

2.1

Understanding Local Storage
• Creating Storage Pools
• Creating Storage Spaces

Describe local storage

2.2

Understanding File Systems

Describe file systems

2.3

Understanding File and Print Sharing
• Setting NTFS Permissions
• Creating Effective NTFS Permissions
• Sharing Drives and Folders
• Using HomeGroup
• Mapping Drives
• Sharing Printers

Describe file and print sharing

2.4

Understanding Data Encryption
• Understanding Certificates and
Their Use
• Managing Certificates
• Understanding Certificate Services
• Moving and Copying EFS‐Encrypted
Folders
• Using BitLocker to Go
• Using a Virtual Private Network (VPN)

Describe data encryption

2.5

Key Terms
access control entry (ACE)
Access Control List (ACL)

Active Directory Certificate
Services (AD CS)

asymmetric key

advanced sharing

Billing Administrator

Azure Storage
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BitLocker To Go

public key infrastructure (PKI)

certification path

Microsoft CHAP version 2
(MS-CHAP v2)

certificate authority (CA)

Microsoft Office 2013

Resilient File System (ReFS)

certificate chain

Microsoft Office 365

root CA

Challenge Handshake
 Authentication Protocol
(CHAP)

Microsoft Outlook
Outlook Web App (OWA)

Secure multipurpose Internet
Mail Extension (S/MIME)

multi-booting

Secure Socket Layer (SSL)

digital certificates

NTFS permissions

digital signature

OneDrive

Secure Socket Tunneling
Protocol (SSTP)

effective permissions

Service Administrator

enterprise CA

OneDrive desktop app
for Windows

explicit permissions

OneNote

simple (no resiliency)

Extensible Authentication
Protocol (EAP-MS-CHAPv2)

parity

smart card

Password Administrator

standalone CA

FAT

Password Authentication
Protocol (PAP)

storage pool

FAT32
fetching

permission

subordinate CA

file system

symmetric encryption

Global Administrator

Point-to-Point Tunneling
Protocol (PPTP)

hash function

Pretty Good Privacy (PGP)

HomeGroup

print device

inherited permissions

printer

Internet Key Exchange
Version 2 (IKEv2)

printer permissions

Layer 2 Tunneling Protocol
(L2TP)

public cloud
public cloud services

User Management
Administrator

locally redundant storage
(LRS)

public folders

Virtual Private Network (VPN)

public key

VPN Reconnect

public key cryptography

zone-redundant storage (ZRS)

mapped drive

private key

remote access server (RAS)

shared folder

Storage Spaces

thin provisioning
three-way mirror
Transport Layer Security (TLS)
two-way mirror
universal naming convention
(UNC)

As an administrator at the Contoso Corporation, you are responsible for many of the
resources and services that the users of the corporation use. You need to ensure that those
users can access necessary resources and services so that they can perform the duties of
their jobs. You also need to ensure that unauthorized users do not have access to those
resources and services.
■■ Understanding

THE BOTTOM LINE

Cloud Storage Services

Using public cloud services such as OneDrive and Office 365 enable you to take advantage
of hosted solutions. This means users have the ability to access their information from
anywhere at any time across multiple devices. By using cloud‐based services, users can
collaborate via calendars, email, and through document sharing. From an administrative
perspective, it means you gain access to services and programs without the additional
overhead of maintenance and software upgrades.
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Certification Ready
Describe cloud storage
services
2.1

Public cloud services provide a way to access information from anywhere at any time. There
are many definitions for the cloud. Microsoft defines a public cloud as a web‐based service
that is hosted outside of your organization. This means the information technology infrastructure (hardware, servers, software, and so on) is located somewhere other than your office and is
managed by a third party (such as hosted). If you use mobile banking—accessing web‐based
email or storing your photos online in one of the many services provided—you are interacting
with “the cloud.”

Understanding OneDrive
OneDrive, formerly named SkyDrive, is a file‐hosting service that allows you to store and
create files and folders and share them with other users and groups.
OneDrive is a free, secure file‐hosting service that enables your users to store, synch, and share
files across devices using the cloud. It integrates with your Microsoft account, offering 15 GB of
free space. You can purchase additional storage space as you need it. Using OneDrive, you can
create folders, create or upload files, and share your documents with others. You can also use it to
synchronize files and folders that you select across multiple devices. If you forget to include a file
within your synch folder, you can use OneDrive to connect to your remote computer, locate the
file, and then upload it to your OneDrive space. This process is called fetching.

Accessing OneDrive from a Browser
You can access OneDrive from a browser using your Microsoft account from anywhere you
have an Internet connection via http://onedrive.live.com. After reaching the site, you are
prompted to log in using your Microsoft account. After you are logged on, you see your
OneDrive Dashboard (see Figure 2-1), in which you can upload, download, create, and share
folders and files. If your computer is configured to support fetching, you can also connect to it
remotely from the OneDrive Dashboard.
Figure 2-1
The OneDrive for Business
Dashboard
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The following provides an overview of each of the options available with the OneDrive
Dashboard:
• Documents: Includes folders created on the OneDrive account. You can also see the
number of files each folder contains by looking at the number located in the lower‐right
corner of each folder. Selecting any of these folders opens and displays its content.
• Recent: Includes a list of documents that have been recently created on the OneDrive
account.
• Shared with me: Provides a list of documents or folders that have been shared with you.
• Groups: Displays a list of groups that includes users with whom you frequently communicate
and share documents. When you create a group, users receive emails asking them to join. After
clicking the link, they are taken to the Groups page, in which they can communicate with
other members via email and also view any files that have been shared to the group.
• PCs: Provides access through fetching. Use this option if you forget to place a file on your
OneDrive folder but still need to gain access to it on your PC back in the office. This
process requires the OneDrive for Windows app be installed on the target computer.
• Recycle bin: By default, OneDrive storages your deleted files in a Recycle bin for at
least 3 days and a maximum of 30 days. If the Recycle bin gets large enough to exceed
10% of your storage, the duration will be reduced.

Creating a File Within OneDrive
OneDrive allows you to collaborate with others users on documents (provided those users
have Microsoft accounts). Because documents are stored on the cloud, you can access these
documents anytime you are connected to the Internet.
OneDrive includes a light version of Microsoft Office apps (Word, Excel, PowerPoint, and
OneNote). This allows you to create and edit documents directly from your browser.
Create a Word Document within OneDrive Using a Web Browser
Take Note

*

To access OneDrive and
complete these steps,
you need a Microsoft
User Account.

GET READY. To create a Word document within OneDrive using a web browser, log in to a
Windows 8.1 computer with access to the Internet and then perform the following steps:
1. Open Internet Explorer, go to http://onedrive.live.com, and then click Sign In.
2. Type your Microsoft User Account and Password.
3. Click the Documents folder.
4. From the menu at the top of the page, click Create > Folder.
5. Name the folder Project Files and then click the folder to open it.
6. From the menu at the top of the page, click Create > Word document.
7. Type a few words in the document (see Figure 2-2).
As you type text, The Word document will be saved frequently.
8. To specify a file name, click Document1 at the top of the window and then replace
that name by typing Project Scope.
9. Click the OneDrive link (located at the upper‐left corner, next to Word Online) to
return to the main screen.

Uploading Files to OneDrive
If you have existing files on your computer that you want to upload to OneDrive, you can use
either of the following two options:
• From the OneDrive Dashboard, navigate to the folder in which you want to store the file.
On the menu, click Upload, browse to the file you want from your computer, and then
click Open.

Understanding Data Access and Management | 47
Figure 2-2
Saving a Word Web document

• From the OneDrive app installed on your local computer, you can drag and drop the files
you want to upload into the OneDrive folder. This automatically syncs with OneDrive.
You can also configure OneDrive for the desktop to allow you to fetch files on your PC
from other devices.

Sharing a Document in OneDrive
You can also share a document with others by sending it via email, posting it, or sending
others a link to it. When sharing documents, you have the following options:
• Send email: This option should be used if you want to give individual users or groups
permission to a file or folder. You can then remove permissions for a specific group or
individual if necessary. When users receive the link via email and visit OneDrive, the file
or folder will appear in their list of shared files. You do not have to know their Microsoft
user account address. If they do not have one, they can create one for free after clicking on
the link.
• Post to: This option allows you to share the link on Facebook, LinkedIn, or Twitter.
Anyone who views the post on your network can forward the link. If you selected the
option to allow recipients to edit the document, anyone the link is forwarded to can view
and edit the file or folder.
• Get a link: This option should be used if you want to share the file with a larger number
of recipients. For example, you could post the link on your blog or your website. You can
also include this link in an email or via an instant message. When using this option, you
can choose from the following types of links:
◦◦ View only: Anyone who receives this link can see the files you share.
◦◦ View and edit: Anyone with this link can see and edit the files you share.
◦◦ Public: Anyone can search for and view your public files, even if you don’t share a link
if you decide to make it public.

48 | Lesson 2

Share a Document via E‐mail
GET READY. To share the Word document you created in the previous exercise with others via
email, perform the following steps:
1. From the main screen of OneDrive, click Files > Documents > Project Files.
2. Right‐click the Word document you saved in the previous exercise (Project Scope.
docx) and choose Share.
3. Type the email address of the person you want to share it with and, if necessary, type
a message.
4. If you want the recipient to be able to edit the document, click the Recipients can
edit option.
5. Click Share to send the email message.
6. Click Close.

Accessing OneDrive from the OneDrive Desktop App for Windows
With the OneDrive desktop app for Windows installed on your local computer, you can
automatically sync files and folders with the OneDrive cloud. You can then access your
resources across multiple devices, such as computers and smartphones.
The OneDrive desktop app for Windows 7 or 8 can be downloaded directly from your
OneDrive account. The OneDrive/SkyDrive app is already built into Windows 8.1. When
you install the app, a folder will be created on your desktop automatically. Anything that you
place into this folder is synched with OneDrive.com as well as with your other computers. You
can access the folder from within File Explorer, drag new files into the folder, and choose the
folders you want to sync on your computer.
Install the OneDrive Desktop App for Windows
GET READY. To install the OneDrive desktop app for Windows, log in to a Windows 8.1
computer with administrative credentials, access OneDrive, and then perform the following.
1. Open Internet Explorer, go to http://onedrive.live.com, and then click Sign In.
2. Type your Microsoft User Account and Password.
3. In the left pane, scroll down and click the Download OneDrive for Windows link.
4. When prompted with the Do you want to run or save OneDriveSetup.exe? message,
click Run.
5. After the OneDrive installation is completed and the Introducing your OneDrive folder
dialog box appears, click Get started.
6. In the Microsoft OneDrive window, provide the Microsoft account and password. Click
Sign In.
7. By default, the OneDrive folder will be stored in the c:\users\%username%\OneDrive
folder. On the Introducing your OneDrive folder page, click Next.
8. On the Sync only what you want page, All files and folders on my OneDrive is already
selected. To choose a different folder, click Choose folders to sync. Click Next.
9. On the Fetch your files from anywhere page, Let me use OneDrive to fetch any of my
files on this PC is already selected. Click Done.
This setting will download everything but the files that are shared with you from your
OneDrive.
10. Click Done.
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As part of the setup of OneDrive, the Let me use OneDrive to fetch any of my files on this PC
option is enabled, allowing you to use OneDrive to fetch files from this PC. This process
works well a file is in a folder outside the OneDrive folder on your PC or is a file that you did
not configure to synch with OneDrive when you initially set it up. When a PC has been
configured to allow fetching, you see it in your OneDrive Dashboard, under PCs, when you
log on to http://onedrive.live.com.
Fetch a File Using OneDrive
GET READY. To fetch a file using OneDrive, log in to a Windows 8.1 computer with access to
the Internet and then perform the following steps.
1. Open Internet Explorer, go to http://onedrive.live.com, and then click Sign In.
2. Type your Microsoft User Account and Password.
3. In the left pane, click the remote PC from which you want to fetch files. Remote PCs
will appear under the PCs section of the left pane.
4. If this is the first time you have attempted to connect to the PC, you will be presented with a security page when you first attempt to connect to it. When the page
appears, click Sign in with a security code.
This option automatically sends a seven‐digit code to the device you configured when
setting up your Microsoft account. This could be your cell phone number or an email
address you provided.
5. After you receive the code, type it into the field provided. The folders on your remote
PC will appear in OneDrive.
6. Navigate to any folder and select a file that you want to upload. Notice that you have
access to your entire PC. This includes all partitions as well as the DVD drive and any
externally attached drives on the computer.
7. Right‐click the file and choose Upload to OneDrive.
8. When The selected item will be uploaded to: dialog box appears, double‐click
Documents, choose ProjectFiles, and then click Upload.
9. From the main screen of OneDrive, click Files > Documents > Project Files and then
confirm the file you uploaded appears in the folder.

Understanding OneNote
OneNote, included with Office 2013 and Office 365, is an application that allows
multiple users access to a shared set of notes all at the same time. Everyone’s changes are
automatically synchronized to the notebook, so the notebook is current.
OneNote saves an offline copy on each user’s computer so she can edit the notes even when
she’s not connected to the network. When she connects, OneNote automatically merges her
changes with the Notebook along with everyone else’s changes. When a user adds new sections, pages, and links in OneNote, the program displays the name of the user (author) who
added them.
There are four views to choose from in OneNote:
•
•
•
•

Editing View: Allows the notebook to be edited.
Reading View: Removes extra information like author names and dates of changes.
Show Authors: Displays the authors of sections, pages, and notebooks.
Page Versions: Shows various versions of a page.
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Understanding Outlook
Microsoft Outlook is a personal information manager that is used to manage emails,
tasks, contacts, notes, and journal. Outlook can be a stand‐alone application or part of the
Microsoft Office suite.
Outlook can work with Exchange Server or any other mail server to send and retrieve emails,
access shared mailboxes, and access calendars. While Outlook can be executed as a local
application, Outlook can be accessed using your web browser to connect to Outlook Web App
(OWA), also known as Outlook Web Access, as shown in Figure 2-3.
Figure 2-3
Using Office 365 Outlook

Today, an Outlook.com inbox comes with 15 GB of free online storage on OneDrive. If you
are using Office 365 options, user mailboxes can store up to 50 GB (primary mailbox and
personal archive).

Understanding Microsoft Office 365
Taking advantage of cloud computing services such as Microsoft Office 365 can reduce
the workload on your IT staff. It can also improve the collaboration between your team
members.
Microsoft Office 365 is a Microsoft subscription–based software service that enables users to
access their documents and collaborate with others from anywhere using their computers, the
web, or their smart devices. Microsoft Office takes the traditional Office suite and moves it to
the cloud. The service includes Office, Exchange, SharePoint, Lync, and Office Web Apps. By
using Office 365, you can offload many of the administrative tasks normally handled by your
IT department. These tasks include managing software updates, patches, and service packs;
and purchasing additional server hardware to support company growth.
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Administration is handled through a Web portal/dashboard in which you can create/manage
user accounts and oversee the health of all services. Microsoft also provides tools to migrate
from your existing on‐premise Exchange Server to Office 365.
The service can be used in combination with the desktop version of Microsoft Office and also
works if you don’t have Office installed on your computers.
Office 365 is available in a number of different plans designed to meet different segments of
the market. Each plan uses a per‐user/month charge and provides access to either the entire
service or subsets of Office 365.

✚ More Information
To compare plans, go to Microsoft’s website and search for “Office 365 Plans.”

Understanding Microsoft Office 365 Features
Office 365 provides the software and tools you need to manage a fully collaborated workforce
while providing a centralized Web portal to oversee and manage the services.
The following are features available with Microsoft Office 365:
• Access email, calendars, and contacts using the Microsoft Exchange service. They can be
delivered to Outlook or Outlook Web App.
• Create, edit, and store documents you create with the Office Web Apps (browser‐based
versions of the standard Office suite of Word, PowerPoint, and Excel apps). These
documents are fully compatible with the desktop version of the programs created in
Office.
• Set up and maintain a company website.
• Connect immediately with co‐workers via instance messaging using Microsoft Lync.
• Set up and conduct online meetings (audio, video, and web conferencing) with the ability
to share desktops, files, and presentations online.
• Share documents inside and outside of your organization and collaborate with your
colleagues using Microsoft SharePoint.
From an administrative perspective, Office 365 offers several benefits:
• Maintenance: Microsoft performs the administrative tasks, so you do not have to worry
about backups, patches, and software updates.
• Software upgrades: Office 365 includes them with the subscription price.
• Hardware: Because Office 365 runs in the cloud, you don’t have to purchase and maintain expensive server hardware. You can migrate Exchange Server over to Office 365 while
at the same time increasing the mailbox storage for users.
• Collaboration on projects: Using SharePoint as a document repository and collaboration
workspace, you can connect and work with a geographically dispersed workforce. By using
team sites, you can share a portfolio of company projects, enable employees to access
project information, share documents, and collaborate on project documents.

Managing Office 365
Office 365 is managed by a web console that enables you to set up and manage users and their
software regardless of where they connect. The person who signs up your company for Office
365 is the Global Administrator by default. This person can then grant administrator permissions to other users in the organization as needed to distribute the workload.
Office 365 is managed by using the Office 365 Admin Center (see Figure 2-4). From here,
you can create users and groups, manage software licenses, generate reports, and purchase
services.
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Figure 2-4
Managing Office 365

Office 365 provides several administrator roles that can be assigned to help distribute the
workload of managing Office 365. The Global Administrator is assigned to the person who
sets up Office 365 initially. This is the most powerful account in the organization. The other
administrator roles can be assigned to users according to your organization’s specific needs.
Five administrator roles are available for Office 365 enterprises:
• Global Administrator: Has access to all administrative features. This is the person who
signs up for Office 365. Only Global Administrators can assign other administrative roles.
Only one person in the company can serve in this role.
• Billing Administrator: Manages purchases, support tickets, and subscriptions and
monitors the overall health of the services.
• Password Administrator: Manages requests for services, resets passwords, and monitors
the overall health of the services. Users in this role can reset passwords only for users and
other Password Administrators.
• Service Administrator: Manages service requests and monitors overall health of services.
• User Management Administrator: Manages user accounts and user groups, resets
passwords, and manages service requests. User Management Administrators can also
monitor the overall health of services. They cannot reset passwords for Billing, Global,
or Service Administrators and they cannot delete a Global Administrator or create other
administrators.
Add a New User to your Office 365 Portal
GET READY. To add a new user in Office 365, log into your Office 365 portal as the
Administrator and then perform the following steps.
1. From the menu on the left, expand USERS, and click Active Users (see Figure 2-5).
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Figure 2-5
Adding new users

2. In the middle pane, click + to create a new Office 365 user.
3. When the new user account opens, type the user’s First name, Last name, Display
name, and User name in the fields provided.
4. Under send results in email, select Send email, and then click Create. By default, your
email address (the Office 365 Administrator) is entered. To send a copy of the email to
the user you are creating the account for, in the field provided, type his email address.

Assign a User to a Password Administrator Role in Office 365

Take Note

*

You must log on with
an account that has the
Global Administrator’s
role assigned to perform
these steps.

GET READY. To assign a user to a Password Administrator role in Office 365, log onto your Office
365 portal as with the Global Administrator’s account and then perform the following steps.
1. From the menu on the left, click users and groups.
2. Under the DISPLAY NAME column, click the user you want to assign the administrative
role to
3. From the menu on the left, click settings.
4. Under Assign role, select Yes.
5. Click the down arrow and choose Password administrator.
6. Under Alternate email address, type an email to use in case you forget your password,
and then scroll to the bottom of the page and click Save.
7. Click Save.
Following are some of the general administrative tasks you will perform in Office 365:
•
•
•
•

Reset a user’s password.
Configure a password expiration policy.
View the overall health of Office 365.
Personalize the default SharePoint team site.
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Reset a User’s Password in Office 365
GET READY. To reset a user’s password in Office 365, log into your Office 365 portal as the
Global Administrator, and perform the following steps:
1. From the menu on the left, click, expand USERS, and click Active Users.
2. Under the DISPLAY NAME column, select the checkbox next to the user you want to
reset the password for.
3. In the menu that appears, under quick steps, click RESET PASSWORD.
4. On the send results in email screen, click Reset password.
5. Click finish. The user’s temporary password is displayed and mailed to the address you
used in the previous step. This information is provided to the user who can now log
into their Office 365 account.
Configure a Password Expiration Policy in Office 365
GET READY. To configure a password expiration policy in Office 365, log into your Office 365
portal as the Global Administrator and then perform the following steps:
1. From the menu on the left, expand SERVICE SETTINGS, and click Passwords.
2. In the Days before passwords expire field (see Figure 2-6), type 100. The default is set
to 90 days.
3. In the Days before a user is notified that their password will expire field, type 20. The
default is set for 14 days.
Figure 2-6
Changing the password
expiration policy

4. Click Save.

As users start to depend upon Office 365 more and more, you will want to make sure you
monitor the health of the services you provide. Office 365 provides an excellent dashboard
to monitor the current status of all services and learn about any upcoming planned
maintenance.
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View the Overall Health of Office 365
GET READY. To view the overall health of Office 365, log into your Office 365 portal as the
Global Administrator and then perform the following steps.
1. In the menu on the left, Expand SERVICE HEALTH and click service health to view the
current status of the services provided by Office 365 (see Figure 2-7).
Figure 2-7  
Reviewing the status of Office
365 services

2. In the menu at the top, click planned maintenance to determine whether there is an
upcoming maintenance planned.

Seven days of health history, including today, are displayed in the service health area of the
Office 365 portal. You can also click to view the past 30 days of health history if desired.
When Office 365 is set up, a SharePoint team site is configured for you. This is where you can
collaborate on projects and share documents. However, the default site can be personalized.

✚ More Information
To learn more about Office 365, visit Microsoft’s website and search for “Office 365.”

Installing and Managing Software by Using Microsoft Office 365
Microsoft Office 365 is a subscription‐based service that offers various services and software
that enable you to collaborate and store documents online. When implemented with Office
2013, users can work either online or offline and take advantage of the full features available
with the desktop applications in the Office suite.
Office 365 offers several different plans designed for small, midsize, and enterprise‐level businesses.
The Office 365 Small Business Premium (25 users), Office 365 Midsize Business (300 users), and
Office 365 Enterprise E3 (unlimited users) plans include a subscription for Office 2013 for up to
five PCs/Macs. Microsoft Office 2013 includes desktop versions of the following applications:
• Microsoft Access 2013
• Microsoft OneNote 2013
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•
•
•
•
•
•
•
•

Microsoft Excel 2013
Microsoft Word 2013
Microsoft Outlook 2013
Microsoft PowerPoint 2013
Microsoft Publisher 2013
SkyDrive Pro 2013
Microsoft InfoPath (not available with the Small Business Premium plan)
Microsoft Lync 2013

Office 365 manages the licenses for Office 2013 through an online portal by indicating which
Office 365 users have the ability to install the program during the setup of the user’s account.
In the Office 365 portal, you can delete users to make licenses available, remove licenses from
users when their job changes, or assign licenses for users after accounts are set up. You can also
review which licenses are assigned to a user and purchase more if necessary.

✚ More Information
To learn more about what is included and pricing for Office 365, visit Microsoft’s website and search for “Office
365 plans.”

There are several options available for deploying Office 2013. The option you choose depends
on the infrastructure you already have in place and the level of IT support available in your
organization. The options you can choose are:
• Deploying directly from the Office 365 portal: This option is designed for organizations that do not have IT resources; it has a self‐service approach. When this option is
used, you can download and install only the 32‐bit version of Office 2013.
• Deploying from a network share: This option requires basic IT administration skills and
works well in situations where you have a slow network connection. When this option is
used, you have the option to deploy both 32‐bit and 64‐bit versions of Office 2013.
• Deploying using Group Policy or Microsoft System Center 2012 R2 Configuration
Manager: These two methods are designed to leverage Active Directory and should be
used when deploying to large groups of users.
Following is a brief overview of the steps involved to deploy Office 2013 directly from the
Office 365 portal. In the exercise that follows, you will learn the following steps in more detail:
1. The administrator signs up for Microsoft Office 365, sets a new domain name, creates
user accounts, and assigns licenses to each user.
2. The administrator sends users their temporary passwords by email.
3. Users sign into the Office 365 portal and set up new passwords.
4. Users download and configure their desktops with Office 2013 (32‐bit version).

Using Azure Storage
Azure Storage is cloud storage designed for large‐scale applications including providing a
storage foundation for Azure virtual machines. The cost for Azure Storage is based on the
amount of data stored and the number of requests made. To allow Azure Storage to adapt
to its usage, Azure Storage users auto‐partitioning that automatically load balances the data
based on traffic. Therefore, as the demands on your application grow, Azure Storage will
automatically allocate the appropriate resources to meet those demands.
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Since Azure Storage is on the cloud, it can be accessed from anywhere in the world, and from
any type of application via HTTP/HTTPS. It can also be accessed on a server, desktop
computer, or a mobile device such as a tablet or laptop. Azure Storage can also store a subset of
data on a mobile device that is synchronized with the full set of data stored in the cloud.
Lastly, Azure Storage can be accessed from Windows and Linux machines and a variety of
programming languages (including .NET, Java, and C++).
To access the Azure Storage, you must have an Azure storage account. The storage account will
provide the unique namespace for:
• A standard storage account includes Blob, Table, Queue, and File storage.
• A premium storage account currently supports Azure Virtual Machine disks only. Azure
Premium Storage is available by request via the Azure Preview page.
To create a storage account, you must have an Azure subscription. You can then create up to
100 uniquely named storage accounts with a single subscription.
A standard storage account gives you access to Blob storage, Table storage, Queue storage, and
File storage:
• Blob storage: Stores file data known as blobs. A blob can be any type of text or binary
data, such as a document, media file, or application installer.
• Table storage: Stores structured datasets, which is a NoSQL key‐attribute data store that
allows for rapid development and fast access to large quantities of data.
• Queue storage: Provides reliable messaging for workflow processing and for communication between components of cloud services.
• File storage: Offers shared storage for legacy applications using the standard SMB 2.1
protocol.
Each standard storage account can contain up to 500 TB of combined blob, queue, table, and
file data.
Azure Storage is deployed in 15 regions around the world and supports for replicating data
between regions. To ensure high availability, you have the following options:
• Locally redundant storage (LRS) maintains three copies of your data within a single
facility in a single region. LRS protects your data from normal hardware failures, but not
from the failure of a single facility.
• For maximum durability, you need to use zone‐redundant storage (ZRS), which replicates data three times across two to three facilities. ZRS ensures that your data is durable
within a single region.
■■ Understanding

THE BOTTOM LINE

Certification Ready
Describe local storage
2.2

Local Storage

Storage Spaces is a feature in Windows 8.1/Windows Server 2012 R2 that allows you to
combine multiple disks into a single logical volume that can be mirrored to protect against
one or more drive failures.
The Storage Spaces feature in Windows 8.1 allows you to combine several physical drives,
which the operating system will see as one large drive. The drives can be of any capacity and
can consist of a variety of different drive interfaces—Small Computer System Interface (SCSI),
Universal Serial Bus (USB), and Serial ATA (SATA).
When the drives are combined, Windows places them into a storage pool. These storage pools
can then be segmented into multiple storage spaces, which are then formatted with a file
system and can be used just like any other regular disk on your computer. New disks (internal/
external) can be added to the storage pool as space requirements increase over time.
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Although data can be stored on the drives, you cannot use storage spaces to host the Windows
operating system files.
Storage spaces offer two key benefits:
• By spreading data across multiple disks you achieve data resiliency (fault tolerance), which
can protect your data against hard disk failure.
• Volume sizes can be larger than the actual physical size of your drives in the storage pool
(capacity). This is accomplished through a process called thin provisioning.

Creating Storage Pools
Creating a storage pool allows you to combine multiple smaller drives that you might not
otherwise be able to use by themselves into a larger single logical volume.
To create a storage pool on a Windows 8.1 client, you access the Manage Storage Spaces tool
found in the Control Panel. The Wizard prompts you to select the disks that you want to use and
then add them to the storage pool. For example, if you have two physical disks with capacities of
200 GB and 300 GB, it creates a pool that has a total capacity of 500 GB (see Figure 2-8).
Figure 2-8

Physical Disks

Using two disks to create a
storage pool
200 GB

Storage Pool (maximum physical
capacity = 500 GB)

200 GB

300 GB

300 GB

Creating Storage Spaces
After selecting the drives to include in your storage pool, you will be prompted to create
the storage space. This involves entering a name, selecting a drive letter, identifying the
type of resiliency you want to configure, and setting the maximum size you want to assign
to the storage space.
When creating storage spaces, there are four resiliency types to select from. Only three of them
provide real fault‐tolerance.
• Simple (no resiliency): Writes one copy of your data but doesn’t protect against drive
failures; requires at least one drive.
• Two‐way mirror: Writes two copies of your data to protect against a single drive failure;
requires at least two drives.
• Three‐way mirror: Writes three copies of your data to protect against two simultaneous
drive failures; requires at least five drives.
• Parity: Writes data with parity information to protect against single drive failures; requires
at least three drives.
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You also need to decide how much of the total storage pool capacity you want to use for your
new storage space. In Figure 2-8, you saw the total pool capacity is 500 GB. By using a process
called thin provisioning (see Figure 2-9), you can create a storage space that is larger than the
available capacity of the storage pool. After setting the size, the Wizard will create the storage
space based on the parameters you provided.
Figure 2-9
An example of thin
provisioning

Storage Space can be larger than storage pool
maximum physical capacity. When you start
to reach capacity of the Storage space, add
more hard drives to the storage pool

Physical Disks
Storage Pool (maximum physical
capacity = 500 GB)

Storage Space set to appear as the H:
drive on the local computer

200 GB

200 GB

300 GB

1 TB

300 GB
This will appear in File
Explorer with the drive letter
you assigned. Just like any
other drive.

Thin provisioning reserves the space for future use. For example, in Figure 2-9, you can see
there are two physical drives being added to the storage pool to create a total capacity of 500
GB. Even though you have a total capacity of only 500 GB, you can configure the storage
space that uses this pool to be 1 TB or greater capacity. When the storage pool approaches
capacity, you will receive a warning and need to add more disks to the pool. This approach
works well in situations in which you expect your data storage needs will grow, but you don’t
want to purchase additional disks immediately.
After the storage space is created, it will appear as a drive in File Explorer. The drive can be
protected using BitLocker and NTFS permissions, just like any other drive in Windows 8.1.
Create a Storage Pool and a Storage Space in Windows 8.1
GET READY. To create a storage pool and storage space, perform the following steps.
1. Log on with administrative credentials.
2. Connect the drives you want to use to your computer.
3. Open the Control Panel, click System and Security, and click Storage Spaces.
4. Click Create a new pool and storage space.
5. Select the drive(s) you want to include in the new storage pool. (Warning: Any data
on these drives will be deleted.)
6. Click Create pool.
Once the pool is created, you will be taken automatically to the Create a storage space
screen.
7. In the Name field, type a name for your storage space.
8. In the Drive letter field, click the down arrow and then choose a driver letter for the
storage space.
9. In the File system field, select NTFS or REFS. NTFS is the default file system.
10. In the Resiliency type field, click the down arrow and then choose the resiliency type,
as shown in Figure 2-10.
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Figure 2-10  
Creating a storage space

11. In the Size (maximum) field, type the maximum size that you want for your storage space.
12. Click Create storage space.
13. Open File Explorer and confirm that the new storage space appears under the drive
letter you assigned in Step 8.

After completing the setup of your storage space, you can continue to monitor and manage it
from the Manage Storage Space tool. You can perform the following tasks:
•
•
•
•
•
•
•
•
•
•
■■ Understanding

THE BOTTOM LINE

View your storage pool(s)
View the storage spaces in the pools
View the physical drives included in the pool(s)
Identify how much pool capacity is currently being used
Add more drives to the pool
Rename the pool
Change the size of storage spaces
View files stored in storage spaces
Delete storage spaces
Describe storage spaces and storage pools

File Systems

A file system is a method of storing and organizing computer files and the data they contain to make it easy to find and access this information. A file system also maintains the
physical location of the files so that you can find and access the files in the future. Windows
Server 8.1 supports FAT16, FAT32, NTFS and Resilient File System (ReFS) file systems on
hard drives.
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The primary file system used by Windows 8/8.1 is NTFS. NTFS supports larger
disks than FAT32 or FAT (up to 256 terabytes [TB]) and NTFS‐formatted files
and folders provide better security. It’s also more reliable, with built‐in features for
recovering from disk errors automatically. Microsoft recommends NTFS for its
security features: You can use encryption and permissions to restrict file access to
specific users.

Certification Ready
Describe file systems
2.3

FAT32 and FAT (which is seldom used today) are file systems that were popular in earlier
versions of Windows (such as Windows 95, Windows 98, Windows Millennium Edition,
Windows NT, and Windows 2000). FAT is an abbreviation for File Allocation Table. The
limitations of FAT32 make it less desirable than NTFS:
• A FAT32 partition is limited to a maximum size of 32 gigabytes (GB).
• The maximum size of a file that can be stored on a FAT32 volume is 4 GB.
So why use FAT32? Many universal serial bus (USB) flash drives come formatted as FAT32
to be compatible with a large variety of operating systems. If you plan to configure your
computer for multi‐booting, where you choose at startup which operating system you want
to load, you might need to format a partition with FAT32 if you need to support an older
operating system.
Table 2-1 compares attributes of FAT, FAT32, and NTFS.
Table 2-1
Comparing FAT, FAT32, and
NTFS

File System

Maximum Partition Size

Maximum File Size

FAT

2 GB

2 GB

FAT32

32 GB

4 GB

NTFS

256 TB

Limited by size of volume on which is resides

You can usually convert a FAT or FAT32 partition to NTFS with few to no problems. One
hitch you might run into is if the disk is nearly full. The conversion process (Convert.exe)
needs a certain amount of free disk space to work properly. If there is insufficient free disk
space, Convert.exe will notify you.

Take Note

*

Converting to NTFS is a one‐way process. After you convert a drive to NTFS, you cannot
convert it back to FAT or FAT32. You can reformat an NTFS drive to FAT32, but you
would need to back up all of your data first and then copy it back.
You can also convert to FAT32 from a different type of file system, although you need to keep
the FAT32 size limitations in mind. If the partition you want to format is larger than 32 GB,
the conversion process won’t be successful.
Before converting a disk from one file system to another, back up your data, if possible.
If you have a relatively small number of files on a disk, and no system files or programs
installed, it’s better to back up the data to a different storage medium and then format
the disk.
A new file system that was introduced with Windows Server 2012 is the Resilient File System
(ReFS). It is designed to increase data availability, despite errors that would normally cause
data loss or downtime while providing increased scalability and performance.

62 | Lesson 2

The features of ReFS include:
• Integrity: Stores data so that it is protected from many of the common errors that can
cause data loss. If corruption occurs, ReFS can detect and, when configured with Storage
Spaces, automatically correct the corruption.
• Availability: If corruption cannot be repaired, the online salvage process is localized to the
area of corruption, requiring no volume downtime.
• Scalability: Designed for the data set sizes of today and the data set sizes of tomorrow; it’s
optimized for high scalability.
• App Compatibility: To maximize compatibility, ReFS supports a subset of NTFS features
plus Win32 APIs that are widely adopted.
• Proactive Error Identification: Includes a data integrity scanner that periodically scans
the volume, attempts to identify latent corruption, and then proactively triggers a repair
of that corrupt data.
While Disk Management does not allow you to create a volume with ReFS, you can create a
volume with REFS when you create a storage space.
The main disk management tool in Windows 8/8.1 is the MMC snap‐in called Disk
Management, which is also part of the Computer and Management consoles. In addition, you
can use a diskpart.exe and the Format command to partition and format a drive, as well as
Windows Explorer to format a drive.
Disk Management is a system utility for managing hard disks and the volumes or partitions
they contain. With Disk Management, you can initialize disks, create volumes, and format
volumes with the FAT16, FAT32, or NTFS file systems. See Figure 2-11.
Figure 2-11
The Disk Management snap‐in

Whenever you add a new disk (either a local hard drive or a virtual drive, such as from a SAN)
to a Windows 8/8.1 system, you need to open Disk Management and initialize the disk.

Understanding Data Access and Management | 63

Initialize a New Disk
GET READY. To initialize new disks, perform the following steps.
1. Right‐click the disk you want to initialize and choose Initialize Disk.
2. In the Initialize Disk dialog box, select the disk(s) to initialize. You can select whether
to use the Master Boot Record (MBR) or GUID Partition Table (GPT) partition style.
3. Click OK.
If the disk that you want to initialize does not appear, you may need to right‐click Disk
Management and choose Refresh or Rescan Disks. If the disk still does not appear, you need to
make sure that it is connected properly and running.
Create or Delete a Partition or Logical Drive
GET READY. To create or delete a partition or logical drive, perform the following steps.
1. Open the Disk Management console.
2. Perform one of the following options:
• Right‐click an unallocated region of a basic disk and choose New Partition.
• Right‐click an area of free space within an extended partition and choose New
Logical Drive.
• Right‐click a partition or logical drive and choose Delete Partition to remove that
partition or logical drive. Click Yes to confirm the deletion.
3. When you choose to create a new partition or logical drive, the New Partition Wizard
appears. Click Next to continue.
4. Specify the size of the volume and click the Next button.
5. Assign a drive letter or mount the volume to an empty NTFS folder and click the Next button.
6. Specify the file system such as NTFS or FAT32, allocation unit size, and volume label.
You can also perform a quick format and enable file and folder compression if desired.
Click Next. See Figure 2-12.
7. When the wizard is complete, click Finish.
Figure 2-12  
Formatting the volume
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For basic disks, you must first create an extended partition before you can create a new logical
drive, if no extended partition exists already.
If you choose to delete a partition, all data on the deleted partition or logical drive will be lost
unless you previously backed it up. In addition, you cannot delete the system partition, boot
partition, or any partition that contains an active paging file. Windows 8/8.1 requires that you
delete all logical drives and any other partitions that have not been assigned a drive letter
within an extended partition before you delete the extended partition itself.
■■ Understanding

THE BOTTOM LINE

File and Print Sharing

As you learned in the previous section, NTFS is the preferred file system in part because it
supports much larger hard disks and a higher level of reliability than FAT or FAT32. In
addition, NTFS offers better security through permissions and encryption.
A permission is defined as the type of access that is granted to an object, such as NTFS files
and folders. When files and folders are created on an NTFS volume, a security descriptor
known as an Access Control List (ACL) is created. This descriptor includes information that
controls which users and groups can access the file or folder, as well as what type of access is
granted to particular users and groups. Each assignment of permissions to a user or group is
represented as an access control entry (ACE).

Certification Ready
Describe file and print
sharing
2.4

Setting NTFS Permissions

THE BOTTOM LINE

Take Note

*

Usually, when assigning NTFS permissions, you would assign the following standard permissions:

NTFS permissions are
managed using File
Explorer (explorer.exe).

Take Note

NTFS permissions allow you to control which users and groups can gain access to files and
folders on an NTFS volume. The advantage of NTFS permissions is that they affect local
users as well as network users.

• Full control: This provides permission to read, write, modify, and execute files in a folder;
change attributes and permissions; and take ownership of a folder or the files within it.
• Modify: This provides permission to read, write, modify, and execute files in a folder, as
well as change attributes of the folder or the files within it.
• Read & execute: This provides permission to display a folder’s contents; display the data,
attributes, owner, and permissions for files within the folder; and run files within the folder.
• List folder contents: This provides permission to display a folder’s contents; display the data,
attributes, owner, and permissions for files within the folder; and run files within the folder.
• Read: This provides permission to display a file’s data, attributes, owner, and permissions.
• Write: This provides permission to write to a file, append to the file, and read or change
the file’s attributes.

*

While List Folder Contents and Read & Execute appear to have the same special permissions, these permissions are inherited differently. List folder Contents is inherited by folders
but not files while Read & Execute is inherited by both files and folders.
To manage NTFS permissions, right‐click a drive, folder, or file, choose Properties, and then
click the Security tab. You should see the group and users who have been given NTFS
permissions and their respective standard NTFS permissions. To change the permissions,
click the Edit button to open the Permissions dialog box, as shown in Figure 2-13. You can
then click the Add button to add additional users or groups or click the Remove button to
remove a user or group.
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Figure 2-13
NTFS permissions

Each of the standard permissions consists of a logical group of special permissions. The
available special permissions are as follows:
• Traverse folder/Execute file: This permission allows or denies moving through folders to
reach other files or folders, even if the user has no permissions for the traversed folders. By
default, the Everyone group is granted the Bypass traverse checking user right. (This
applies to folders only.) Execute file allows or denies running program files. (This applies
to files only.) Setting the Traverse folder permission on a folder does not automatically set
the Execute file permission on all files within that folder.
• List folder/Read data: This permission allows or denies viewing filenames and subfolder
names within a folder. List folder affects the contents of that folder only and does not
affect whether the folder you are setting the permission on will be listed. (This applies to
folders only.) Read data allows or denies viewing data in files. (This applies to files only.)
• Read attributes: This permission allows or denies viewing the attributes of a file or folder,
such as read‐only and hidden.
• Read extended attributes: This permission allows or denies viewing the extended attributes
of a file or folder. Extended attributes are defined by programs and may vary by program.
• Create files/Write data: The Create files permission allows or denies creating files within
a folder. (This applies to folders only.) The Write data permission allows or denies making
changes to a file and overwriting existing content. (This applies to files only.)
• Create folders/Append data: The Create folders permission allows or denies creating
folders within a folder. (This applies to folders only.) The Append data permission allows
or denies making changes to the end of a file but not changing, deleting, or overwriting
existing data. (This applies to files only.)
• Write attributes: This permission allows or denies changing the attributes of a file or
folder, such as read‐only or hidden. The Write attributes permission does not imply
creating or deleting files or folders; it only includes the permission to make changes to the
attributes of a file or folder. To allow (or deny) create or delete operations, see Create files/
Write data, Create folders/Append data, Delete subfolders and files, and Delete.
• Write extended attributes: This permission allows or denies changing the extended
attributes of a file or folder. Extended attributes are defined by programs and may vary by
program. The Write extended attributes permission does not imply creating or deleting
files or folders; it only includes the permission to make changes to the attributes of a file
or folder. To allow (or deny) create or delete operations, see Create folders/Append data,
Delete subfolders and files, and Delete.
• Delete subfolders and files: This permission allows or denies deleting subfolders and
files, even if the Delete permission has not been granted on the subfolder or file.
• Delete: This permission allows or denies deleting the file or folder. If you do not have
Delete permission on a file or folder, you can still delete it if you have been granted Delete
subfolders and files permission on the parent folder.
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• Read permissions: This permission allows or denies reading the permissions of a file or
folder, such as full control, read, and write.
• Change permissions: This permission allows or denies changing the permissions of a file
or folder, such as full control, read, and write.
• Take ownership: This permission allows or denies taking ownership of a file or folder.
The owner of a file or folder can always change permissions on it, regardless of any
existing permissions on the file or folder.
• Synchronize: This permission allows or denies different threads to wait on the handle for
a file or folder and synchronize with another thread that may signal it. This permission
applies only to multithreaded, multiprocess programs.
Table 2-2 shows the special permissions assigned to each standard NTFS permission. If for
some reason you need more granular control, you can assign special permissions. To assign
Table 2-2

Special
Permissions

Full
Control

Modify

Read &
Execute

List
Folder
Contents
(folders
only)

Traverse
folder/
Execute file

x

x

x

x

List folder/
Read data

x

x

x

x

x

Read
attributes

x

x

x

x

x

Read
extended
attributes

x

x

x

x

x

Create files/
Write data

x

x

X

Create folders/
Append data

x

x

x

Write
attributes

x

x

x

Write
extended
attributes

x

x

x

Delete
subfolders
and files

x

Delete

x

x

Read
permissions

x

x

x

x

x

x

Change
permissions

x

Take
ownership

x

Synchronize

x

x

x

x

x

x

NTFS permissions

Read

Write
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special permissions, right‐click a drive, folder, or file, choose Properties, and then click the
Security tab. Then click the Advanced button to open the Advanced Security Settings, click
the Change Permissions button, and click the Add, Edit, or Remove button.
Groups or users that are granted full control permission on a folder can delete any files in that
folder regardless of the permissions protecting the file. In addition, the List folder contents
permission is inherited by folders but not files, and it should only appear when you view folder
permissions. In Windows 8/8.1, the Everyone group does not include the Anonymous Logon
group by default, so permissions applied to the Everyone group do not affect the Anonymous
Logon group.
To simplify administration, you can grant permissions using groups. By assigning NTFS
permissions to a group, you are granting permissions to one or more people simultaneously,
reducing the number of entries in each access list, as well as the amount of effort required to
grant multiple people access to certain files or folders.

Creating Effective NTFS Permissions
The folder/file structure on an NTFS drive can be complicated, with many folders and
nested folders. In addition, because you can assign permissions to groups and at different
levels on an NTFS volume, figuring out the effective permissions of a particular folder or
file for a particular user can be tricky.
There are two types of permissions used in NTFS:
• Explicit permissions: These permissions are granted directly to a file or folder.
• Inherited permissions: These permissions are granted to a folder (parent object or
container) that flow into a child objects (subfolders or files inside the parent folder).
By default, any objects within a folder inherit the permissions from that folder when they are
created (Table 2-3). However, explicit permissions take precedence over inherited permissions
(Table 2-4). So, if you grant different permissions at a lower level, the lower‐level permissions
take precedence.
For example, let’s say you have a folder called Data. Within the Data folder, you have
Folder1, and within Folder1, you have Folder2. If you grant Allow full control to a user
account, the Allow full control permission will flow to the subfolders and files within the
Data folder.
Table 2-3
Inherited permissions

Object

NTFS Permissions

Data

Grant Allow full control (explicit)

Folder1

Allow full control (inherited)

Folder2

Allow full control (inherited)

File1

Allow full control (inherited)

In comparison, if you grant Allow full control on the Data folder to a user account and you
grant Allow read permission to Folder1, the Allow read permission will overwrite the inherited
permissions and will then flow to Folder2 and File1.
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Table 2-4
Explicit permissions overwrite
inherited permissions

Object

NTFS Permissions

Data

Grant Allow full control (explicit)

Folder1

Allow read (explicit)

Folder2

Allow read (inherited)

File1

Allow read (inherited)

If a user has access to a file, he or she will still be able to gain access to the file even if he or she
does not have access to the folder containing the file. Of course, because the user doesn’t have
access to the folder, the user cannot navigate or browse through the folder to get to the file.
Therefore, the user will have to use the universal naming convention (UNC) or local path to
open the file.
When you view permissions, they will be one of the following:
• Checked: Here, permissions are explicitly assigned.
• Cleared (unchecked): Here, no permissions are assigned.
• Shaded: Here, permissions are granted through inheritance from a parent folder.
Besides granting the Allow permissions, you can also grant the Deny permission. The Deny
permission always overrides other permissions that have been granted, including when a user
or group has been given Full control. For example, if a group has been granted Read and Write
permission yet one person within the group has been denied the Write permission, that user’s
effective permissions would be the Read permission.
When you combine applying Deny versus Allowed with explicit versus inherited permissions,
the hierarchy of precedence of permission is as follows:
1.
2.
3.
4.

Explicit Deny
Explicit Allow
Inherited Deny
Inherited Allow

Because users can be members of several groups, it is possible for them to have several sets of
explicit permissions for a particular folder or file. When this occurs, the permissions are
combined to form the effective permissions, which are the actual permissions when logging in
and accessing a file or folder. These consist of explicit permissions plus any inherited
permissions.
When you calculate effective permissions, you must first calculate the explicit and inherited
permissions for an individual or group and then combine them. When combining user and
group permissions for NTFS security, the effective permission is the cumulative permission.
The only exception is that Deny permissions always apply.
For example, say you have a folder called Data. Within the Data folder, you have Folder1, and
within Folder1, you have Folder2. If User 1 is a member of Group 1 and Group 2 and you
assign the Allow write permission to the Data folder to User 1, the Allow read permission to
Folder1 to Group 1, and the Allow modify permission to Folder2 to Group 2, then User 1’s
effective permissions would be as shown in Table 2-5.
As another example, let’s say you have a folder called Data. Within the Data folder, you have
Folder1, and within Folder1, you have Folder2. If User 1 is a member of Group 1 and Group
2 and you assign the Allow write permission to the Data folder to User 1, the Allow read
permission to Folder1 to Group 1, and the Deny modify permission to Folder2 to Group 2,
User 1’s effective permissions would be as shown in Table 2-6.
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Table 2-5
Calculating effective
permissions

Object

User 1 NTFS
Permissions

Group 1
Permissions

Group 2
Permissions

Effective
Permissions

Data

Allow write
(explicit)

Allow write

Folder1

Allow write
(inherited)

Allow read
(explicit)

Folder2

Allow write
(inherited)

Allow read
(inherited)

Allow modify*
(explicit)

Allow modify*

File1

Allow write
(inherited)

Allow read
(inherited)

Allow modify*
(inherited)

Allow modify*

Group 2
Permissions

Effective
Permissions

Allow read and
write

*The Modify permission includes the Read and Write permissions.

Table 2-6
Effective permissions affected
by Deny permissions

Object

User 1 NTFS
Permissions

Group 1
Permissions

Data

Allow write
(explicit)

Allow write

Folder1

Allow write
(inherited)

Allow read
(explicit)

Folder2

Allow write
(inherited)

Allow read
(inherited)

Deny modify
(explicit)

Deny modify

File1

Allow write
(inherited)

Allow read
(inherited)

Deny modify
(inherited)

Deny modify

Allow read and
write

Sharing Drives and Folders
Most users are not going to log onto a server directly to access their data files. Instead, a
drive or folder will be shared (known as a shared folder), and they will access the data
files over a network. To help protect against unauthorized drive or folder access, you
should use share permissions along with NTFS permissions (assuming the shared folder is
on an NTFS volume). When a user needs to access a network share, she will use the
UNC, which is \\servername\sharename.
Traditional Windows file sharing allows you to restrict access to shared specific files and
folders, and choose which users have access. Basic sharing allows you to share a file or folder
with a specific user and restrict the user to Read or Read/Write actions.
The easiest way to share a folder in Windows 8/8.1 is to create a basic share by right‐
clicking a folder and choosing Share with. If you want to share a folder on a workgroup or
domain, you then click Specific People. When the File Sharing dialog box opens, as shown
in Figure 2-14, you specify the user, click Add, and then specify the permission level (Read
or Read/Write).
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Figure 2-14
Sharing a folder

Advanced sharing offers the greatest amount of control by allowing you to do the
following:
• Share files, folders, or an entire drive
• Choose users or groups with which to share files and folders
• Limit the number of users who may use a file or folder at the same time, mainly for
security purposes
• Set permissions on shared files and folders, such as allowing users Read, Change, or Full
Control
For more control on the share permissions, you can right‐click the folder, choose Properties,
and then click the Sharing tab.

Share a Folder
GET READY. To share a drive or folder, perform the following steps.
1. In Windows 8/8.1, right‐click the drive or folder, choose Properties, click the Sharing
tab, and then click the Advanced Sharing button.
2. When the Advanced Sharing dialog box opens, select the Share this folder option
3. Type the name of the shared folder.
4. If necessary, specify the maximum number of people that can access the shared folder
at the same time.
5. Click the Permissions button.
6. When the Permissions dialog box opens, by default, Everyone is given the Allow read
shared permission. You can then remove Everyone, expand the Read shared permission,
or add additional people.
7. After users and groups have been added with the proper permissions, (as shown in
Figure 2-15), click OK to close the Permissions dialog box.
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Figure 2-15  
Sharing a folder

8. Click OK to close the Properties dialog box.

The share permissions that are available are as follows:
• Full control: Users who are allowed this permission have Read and Change permissions,
as well as additional capabilities to change file and folder permissions and take ownership
of files and folders.
• Change: Users who are allowed this permission have Read permission and the additional
capability to create files and subfolders, modify files, change attributes on files and
subfolders, and delete files and subfolders.
• Read: Users who are allowed this permission can view file and subfolder names, access the
subfolders of the share, read file data and attributes, and run program files.
As with NTFS, you can allow or deny each share permission. To simplify managing share and
NTFS permissions, Microsoft recommends giving Everyone Full control at the share level,
then controlling access using NTFS permissions. In addition, because a user can be member of
several groups, it is possible for a particular user to have several sets of permissions to a shared
drive or folder. The effective share permissions are a combination of the user’s permissions and
the permissions of all groups of which the user is a member.
When a user logs onto the server and accesses files and folders without using the UNC, only
the NTFS permissions apply, not the share permissions. When a person accesses a shared
folder using the UNC, you must combine the NTFS and share permissions to see what a user
can do. To figure overall access, first calculate the effective NTFS permissions. Then determine
the effective shared permissions. Finally, apply the more‐restrictive permissions between the
NTFS and shared permissions.

Using Public Folders
If you need to share files with other users who have accounts on your computer or with users
on a network, Public folders is a convenient drag‐and‐drop method.
Perhaps the easiest way to quickly share files and folders with other users on a network is by copying
or moving them into one of the Windows 8/8.1 Public folders. Each default library in Windows
8/8.1 has public folders (see Figure 2-16), such as Public Documents, Public Music, and so on, which
can be found in C:\Users\Public. You just drag and drop items you want to share into the appropriate
Public folder. Other users on your computer or on your network can use Windows Explorer to
navigate to the files, and then open the files just as if the files were on their own computers.
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Figure 2-16
Libraries expanded to show
Public folders

One consideration is that if you simply copy a file to a Public folder to share with someone,
you have two instances of that file on your computer. If you want to change the file, you must
change it in one place and copy it to the other to keep both versions current. For example,
you’re working on a spreadsheet named Projects.xlsx in your My Documents folder. You copy
it to the Public Documents folder so a co‐worker can also view it. When you update Projects.
xlsx in My Documents, you also need to save it again or copy the new version to Public
Documents. For this reason, if you want to share the most current version of a file at all times
using Public folders, you should move the file to the Public folder rather than try to maintain
two versions.
Public folders are all about convenience, but they don’t offer a lot of control. For
example, you can’t limit which files or folders are shared in a Public folder—everything
is shared. Plus, anyone with network access can read and write files in the Public
folders.
Public folder sharing in Windows 8/8.1 is turned off by default (except on a HomeGroup).
When Public folder sharing is turned on, anyone on your computer or network can access
these folders. When Public folder sharing is turned off, only people with a user account and
password on your computer have access. In addition, Windows offers a password‐protected
sharing feature that you can use to limit Public folder access to people with a user account and
password on your computer.

Turn Public Folder Sharing On or Off
GET READY. To turn Public folder sharing on or off, perform the following steps.
1. Click any Public folder using File Explore, click the Share with menu on the toolbar,
and then click Advanced sharing settings.
2. Click the Home or Work down arrow to access the profile settings.
3. Under All Networks, in the Public folder sharing section (as shown in Figure 2-17),
select an option to turn sharing on or off.
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Figure 2-17  
Public folder sharing options

4. Click Save changes at the bottom of the Advanced sharing settings window. If you’re
prompted for an administrator password or confirmation, type the password or provide
confirmation.

Turn Password‐Protected Sharing On or Off
GET READY. To turn password‐protected sharing on or off, perform the following steps.
1. Click any Public folder using File Explorer, click the Share with menu on the toolbar,
and then click Advanced sharing settings.
2. Click the Home or Work down arrow to access the profile settings.
3. Under All Networks, in the Password protected sharing section, select an option to
turn password‐protected sharing on or off.
4. At the bottom of the Advanced sharing settings window, click Save changes. If you’re
prompted for an administrator password or confirmation, type the password or provide
confirmation.
Remember, by turning on password‐protected sharing in Control Panel, you can limit Public
folder access to people with a user account and password on your computer.

Using HomeGroup
When you are running Windows 8.1 within a domain, Windows servers and clients have
several tools and mechanisms to share files and printers. Today, many households have
multiple computers. A HomeGroup is a group of computers on a home network that can
share files and printers. To protect your HomeGroup, you can use a password. Similar to
share permissions, other users cannot change the files that you share unless you give them
permission to do so. When compared to any folder sharing, HomeGroups are relatively
limited, because you can share only the contents of the libraries in the user’s profile.
HomeGroup is available with Windows 7, Windows 8 (including Windows 8.1 and Windows
RT 8.0/8.1). You can join a HomeGroup on a PC running Windows RT 8.1, but you can’t
create a HomeGroup or share content with the HomeGroup. In Windows 7 Starter and
Windows 7 Home Basic, you can join a HomeGroup, but you can’t create one. If the system
does not detect a HomeGroup, the Network and Sharing Center control panel contains a link
providing access to the Create a Homegroup Wizard.
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Create a HomeGroup
GET READY. Log in to Windows 8.1 using an account with Administrator privileges. Make
sure that the system is configured to use the Private network location. Then perform the
following steps.
1. Open Control Panel and then click Network and Internet > Network and Sharing
Center. The Network and Sharing Center control panel appears.
2. Click the HomeGroup link. The HomeGroup control panel appears (see Figure 2-18).
Figure 2-18  
Opening the HomeGroup
Control Panel

3. Click Create a homegroup. The Create a HomeGroup Wizard appears.
4. Click Next. The Share with other homegroup members page appears.
5. Select the libraries that you want to share and then click Next.
The wizard creates the HomeGroup and assigns it a password. The Use this password to
add other computers to your homegroup page appears.
6. Click Finish. The wizard closes and the HomeGroup control panel changes to reflect its
current status.

When a Windows 8.1 computer using the Private network location does detect a HomeGroup
on the network, the Network and Sharing Center control panel appears with an Available to
Join link.
Join a HomeGroup
GET READY. Log in to Windows 8.1 using an account with Administrator privileges. Make
sure that the system is configured to use the Private network location. Then perform the
following steps.
1. Open Control Panel and click Network and Internet > Network and Sharing Center.
The Network and Sharing Center Control Panel appears.
2. Click the HomeGroup link. The HomeGroup control panel appears.
3. Click Join Now. The Join a HomeGroup Wizard appears.
4. Click Next. The Share with other homegroup members page appears.
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5. Select the libraries that you want to share and then click Next. The Type the homegroup password page appears.
6. In the Type the password text box, type the password supplied by the Create a
HomeGroup Wizard and then click Next.
7. The You have joined the homegroup page appears.
8. Click Finish. The wizard closes and the HomeGroup control panel changes to reflect its
current status.

To modify the default HomeGroup sharing configuration, you can select one of your shared
libraries in File Explorer and then, in the toolbar, click Share. Using the controls that appear in
the ribbon, you can change other HomeGroup users’ access to the library from Read to Read/
Write. You can also limit access to specific HomeGroup users or prevent anyone on the
network from accessing that library.

Mapping Drives
Drive mapping allows you to create a shortcut to a shared folder across a network. Instead
of finding and connecting to the shared drive each time you log on, you can create a
mapped drive that is available at all times. Just double‐click the mapped drive to access the
shared folder.
When you share a folder in Windows, you are usually using SMB, also known as Common
Internet File System (CIFS). SMB has been around for years to provide shared access to files
and printers. While SMB is usually associated with computers running Windows, it has
become the de facto standard, which is access by most other operating systems including
Linux, UNIX and Macintosh systems. To access a shared folder, you use the universal naming
convention (UNC) based on the \\servername\sharename format. The UNC identifies the
name of the server and the shared folder on the server.
Once you share a folder or drive on your computer with other users, an easy way for them to
get to the shared item is by mapping a drive. A mapped drive is a shortcut to a shared folder
or drive on another computer across a network. Windows Explorer makes this process easy and
straightforward.
By default in Windows 8/8.1, network drive letters start from the back of the alphabet (Z: is
the first default drive letter that displays) and work down, so as not to interfere with local
drives (which start with A: and work up). When mapping a drive, you can select any drive
letter that’s not already in use.
A mapped network drive is displayed in Windows Explorer under Computer in the navigation
pane.
Map a Drive
GET READY. To assign a drive letter to a shared folder on the network, perform the following
steps.
1. Open File Explorer.
2. Click the Home menu, click Easy access (as shown in Figure 2-19), and then click Map
as drive.

76 | Lesson 2
Figure 2-19  
Opening the Easy access
options

3. The Map Network Drive Wizard starts. In the drop‐down menu, select a drive letter of
your choice (see Figure 2-20).
Figure 2-20  
Selecting a drive letter from the
drop‐down list

4. Click Browse and then navigate to the shared folder you want to map to. Alternately,
type UNC path of the folder.
5. Select the shared folder and then click OK.
6. By default the Reconnect at logon check box is selected. This means the drive mapping will persist until you manually disconnect it (using the Disconnect network drive
entry in the Tools menu in Windows Explorer). When you’re done, click Finish.

The mapped drive displays in the Windows Explorer navigation pane. Click it to access the
shared folder.

Sharing Printers
One basic network services is network printing, in which multiple users can share the
same printer. This is a cost‐effective solution when you have multiple employees in
different locations.
As an administrator, you can install two types of printers: local and network. Today, most local
printers are connected using USB ports, although some legacy printers may use parallel or
serial ports. Network printers can be shared local printers or printers that connect directly to a
network with built‐in network cards or expandable jet‐direct cards.
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When you install a physical printer, which Microsoft refers to as a print device, you must first
connect the printer and turn it on. Next, you need to create a logical printer (Microsoft refers
to this as the printer), which will provide a software interface between the print device and the
applications. When you create the printer, you also load a print driver that acts as a translator
for Windows and the programs running on Windows so that they do not have to worry about
the specifics of the printer’s hardware and printer language.
When you print a document in Windows, the printer uses the logical printer and printer
driver to format the document into a form that is understood by the printer, including
rendering it into a printer language such as HP’s Printer Control Language or Adobe’s
Postscript to create an enhanced metafile (EMF). The print job is then sent to the local
spooler, which provides background printing, allowing you to print and queue additional
documents while your first document is being printed.
If a print job is being sent to the local print device, it will temporarily save it to the local hard
drive’s spool file. When the printer is available, it will then send the print job to the local print
device. If Windows determines that the job is for a network print device, Windows sends the
job to the print server’s spooler. The print server’s spooler will save it to the print server’s hard
drive spool file. Then, when the network print device becomes available, the job will print on
the network print device.

Installing Printers
If you have the correct permissions to add a local printer or a remote shared printer, you can
use the Add Printer Wizard to install the printer. After the printer is installed, it will appear in
the Devices and Printers folder as well as in the Device Manager.
Add a Local Printer
GET READY. To add a local printer to a Windows 8.1, perform the following steps.
1. Click the Start button and open the Control Panel.
2. Under Hardware and Sound, click View Devices and Printers.
3. To start the Add Printer Wizard, click Add a printer.
4. Select Add a Local Printer.
5. In the Add Printer dialog box, specify the port to which the printer is connected. See
Figure 2-21. If the port already exists, such as an LPT1 or a network port specified by an
IP address, select the port from the Use an existing port drop‐down list. If the port does
not exist, click Create a New Port, select Standard TCP/IP Port, and then click Next. For
the device type, you can select either Auto detect, TCP/IP device, or Web services device.
Then specify the IP address or DNS name of the printer and the Port Name. If you type the
address in hostname or IP address box, it will populate the IP address in the port name. It
will then try to communicate with the printer using the address you specified.

Figure 2-21  
Adding a local printer
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Take Note

*

The TCP/IP printer
port uses host port
9100 to communicate.

6. If Plug and Play does not detect and install the correct printer automatically, you will
be asked to specify the printer driver (printer manufacturer and printer model). If the
printer is not listed, you will have to use the Have Disk option.
7. In the Type a Printer Name dialog box, specify the name of the printer. If you want
this to be the default printer for the system, select the Set as the default printer
option. Click the Next button.
8. In the Printer Sharing dialog box, specify the share name. You can also specify the
Location or Comments. Although Windows Server 8.1 supports long printer names and
share names (including spaces and special characters), it is best to keep names short,
simple, and descriptive. The entire qualified name, including the server name (for
example, \\Server1\HP4100N‐1), should be 32 characters or fewer.
9. When the printer is successfully added, you can print the standard Windows test page
by clicking the Print a test page button. Click Finish.

Add a Network Printer
GET READY. To add a network printer to Windows 8.1, perform the following steps.
1. Click the Start button and open the Control Panel.
2. Under Hardware and Sound, click View Devices and Printers.
3. To start the Add Printer Wizard, click Add a printer.
4. Select Add a Network, Wireless, or Bluetooth printer.
5. If the printer is not automatically found, click The Printer that I want isn’t listed
option.
6. If you have a printer published in Active Directory (assuming you are part of a
domain), choose Find a printer in the directory, based on location or feature. If
you know the UNC, choose Select a shared printer by name. If you know the TCP/IP
address, choose the last option. Click Next.
7. In the Type a printer name dialog box, specify the printer name. If you want this to
be the default printer for the system, select Set as the default printer option. Click
Next.
8. When the printer is successfully added, you can print the standard Windows test page
by selecting the Print a test page button. Click the Finish button.
Windows Servers can provide a driver to the clients if the driver is loaded on the server. For
example, because Windows Server 2008 R2 is only available in 64‐bit versions, it will have a
64‐bit print driver so that the server can print to the printer. However, most computers used
within organizations today will most likely be 32‐bit clients that need to use 32‐bit print
drivers. Therefore, you would load both 64‐bit and 32‐bit print drivers on the server so that it
can hand out either driver as needed.
Add Additional Print Drivers
GET READY. To add additional print drivers in 8.1, perform the following steps.
1. Open Devices and Printers and click a printer
2. Click the Print Server properties button.
3. Select the Drivers tab.
4. Click the Change Driver Settings.
5. Click Add.
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Take Note

*

You can also use group
policies to install and
configure printers.

6. In the Welcome to the Add Printer Driver Wizard, click Next.
7. Select the appropriate processor and operating system drivers and click Next.
8. On the Printer Driver Selection page (as shown in Figure 2-22), select the manufacturer or printer. If the printer that you want to add is not included, click Have Disk
and provide a path for the printer driver. When the printer is selected, click Next.

Figure 2-22  
Selecting a print driver

9. When the wizard is complete, click Finish.

Understanding Printer Properties
With most printers, you have a wide range of options. Although these options vary from
printer to printer, they are easily accessible by right‐clicking the printer in the Devices and
Printers folder and choosing Printer Properties.
When you open Printer Properties, you will find the following options:
• General tab: Allows you to configure the printer name, location, and comments and to
print a test page (see Figure 2-23). In addition, when you click the Preferences button, the
default paper size, paper tray, print quality/resolution, pages per sheet, print order (such as
front to back or back to front), and number of copies will display. The actual options that
are available will vary depending on your printer.
Figure 2-23
The General tab
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• Sharing tab: Allows you to share a printer. You can also publish the printer in Active
Directory if you chose the List in the directory option. Because a printer on a server can
be used by other clients connected to the network, you can add additional drivers by
clicking the Additional Drivers button.
• Ports tab: Allows you to specify which port (physical or TCP/IP) the printer will use, as
well as to create new TCP/IP ports.
• Advanced tab: Allows you to configure the driver to use with the printer, the priority of
the printer, when the printer is available, and how print jobs are spooled.
• Security tab: Allows you to specify the permissions for the printer.
• Device Settings tab: Allows you to configure the trays, font substitution, and other
hardware settings.

Setting Printer Permissions
Printers are considered objects. Therefore, as with NTFS files and folders, you can assign
permissions to a printer so that you can specify who can use the printer, who can manage the
printer, and who can manage the print jobs.
Printer permissions define what can access a user or group has to printers. Windows 8.1
provides the following printer permissions (see Figure 2-24):
• Print: Allows users to send documents to the printer.
• Manage this printer: Allows users to modify printer settings and configurations, including the ACL itself.
• Manage documents: Provides the ability to cancel, pause, resume, or restart a print job.
• Special permissions: Permissions typically used only by system administrators, such as a
permission to change the printer owner.
Figure 2-24
Printer permissions

By default, the Print permission is assigned to the Everyone group. If you need to restrict who
can print to the printer, you will need to remove the Everyone group and add another group
or user and assign the Allow print permission to the user or group. Of course, it is still recommended that you use groups instead of users. As with file permissions, you can also deny print
permissions.

Managing Print Jobs
The print spooler is an executable file that manages the printing process, which includes
retrieving the location of the correct print driver, loading the driver, creating the individual
print jobs, and scheduling the print jobs for printing.
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On occasion, a print job may have been sent that was not intended, or you may decide it is
not necessary to print a job. Therefore, you need to delete the print job from the print queue.
View the Print Queue
GET READY. To view the print queue, perform the following steps.
1. Open the Devices and Printers folder.
2. Double‐click the printers for which you want to view the print jobs waiting to print.
3. To view the print queue, click See what’s printing. A dialog box opens, as shown in
Figure 2-25.
Figure 2-25  
Viewing the print queue

The print queue shows information about a document, such as print status, owner, and
number of pages to be printed. To pause a document, open the print queue, right‐click on the
document you want to pause and choose Pause. If you want to stop printing the document,
right‐click on the document that you want to stop printing and choose Cancel. You can cancel
the printing of more than one document by holding down the Ctrl key and clicking on each
document that you want to cancel.
By default, all users can pause, resume, restart, and cancel their own documents. To manage
documents that are printed by other users, however, you must have the Allow manage documents permissions.
When the print device is available, the spooler retrieves the next print job and sends it to the
print device. By default, the spool folder is located at C:\Windows\\System32\Spool\Printers.
If you have a server that handles a large number of print jobs or several large print jobs, make
sure the drive where the spool folder is has sufficient disk space.
Change the Location of the Spool Folder
GET READY. To change the location of the spool folder in Windows 8.1, perform the following steps.
1. Open the Devices and Printers folder.
2. Click a printer and select the Print server properties.
3. Click the Advanced tab.
4. Click the Change Advanced Settings button.
5. Specify the new location and click OK.
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On occasion, the print spooler may freeze or become unresponsive. You can restart the print
spooler by following these steps:
1. Open the Services console located in Administrative Tools.
2. Right‐click Print Spooler and choose Restart.
You can also stop and start the service.
■■ Understanding

THE BOTTOM LINE

Certification Ready
Describe data encryption
2.5

Data Encryption

In Lesson 1, you learned about encryption as well as Encrypting File System and BitLocker.
Encryption was defined as the process of converting data into a format that connect be read
by another user while decryption is the process of converting data from encrypted format
back to its original format.
Encryption algorithms can be classified according to three types:
• Symmetric
• Asymmetric
• Hash function
Symmetric encryption uses a single key to encrypt and decrypt data. Therefore, it is also
referred to as secret‐key, single‐key, shared‐key, and private‐key encryption. To use symmetric
key algorithms, you need to initially send or provide the secret key to both the sender and the
receiver.
Asymmetric key, also known as public‐key cryptography, uses two mathematically related
keys. One key is used to encrypt the data and the second key is used to decrypt the data.
Unlike symmetric key algorithms, it does not require a secure initial exchange of
one or more secret keys to both sender and receiver. Instead, you can make the public key
known to anyone and the private key is used only by the person or organization that wants
to secure data.
Use the other key to encrypt or decrypt the data. The public key can be sent to someone or it
can be published within a digital certificate via a CA. Secure Socket Layer (SSL)/Transport
Layer Security (TLS) and Pretty Good Privacy (PGP) use asymmetric keys. Those topics are
covered later in this lesson.
For example, say you want a partner to send you data. Therefore, you send the partner the
public key. The partner then encrypts the data with the key and sends you the encrypted
message. You then use the private key to decrypt the message. If the public key falls into
someone else’s hands, that person still cannot decrypt the message.
The last type of encryption is the hash function. Different from the symmetric and asymmetric algorithms, a hash function is meant as one‐way encryption. That means that after the data
has been encrypted, it cannot be decrypted. One example of its use is to use the hash function
to encrypt a password that is stored on disk. Anytime a password is entered and it needs to be
verified that it is the correct password, the same hash calculation is performed on the entered
password and compared to the hash value of the password stored on disk. If the two match,
the user must have typed in the password. This avoids storing the passwords in a readable
format that a hacker might try to access.
No matter what encryption algorithm you choose, they all use keys to encrypt data. The key
must be long enough so that an attacker cannot try all possible combinations to figure out
what the key is. Therefore, a key length of 80 bits is generally considered the minimum for
strong security with symmetric encryption algorithms. 128‐bit keys are commonly used and
considered strong.
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Understanding Certificates and Their Use
Digital certificates are very common in today’s computer world. They are used in
encryption as the component that stores the public key, they are used to identify a person
(authentication) or organization, and they are used to ensure that something has not been
modified.
A digital certificate is similar to an electronic identification card used to certify the online
identify of individuals, organizations, and computers. It contains a person’s or an organization’s
name, a serial number, an expiration date, a copy of the certificate holder’s public key (used for
encrypting messages and creating digital signatures), and the digital signature of the Certificate
Authority (CA)—described later in this lesson—that assigned the certificate so that recipients
can verify that the certificate is real.

Understanding Secure Sockets Layer (SSL)
When you surf the Internet, there are times when you need to transmit private data over
the Internet such as credit card numbers, social security numbers and so on. During
these times, you should be using SSL over http (https) to encrypt the data sent over the
Internet. By convention, URLs that require an SSL connection start with https: instead
of http:.
Secure Socket Layer (SSL) uses a cryptographic system that uses two keys to encrypt data,
a public key known to everyone and a private or secret key known only to the recipient of the
message. The public key is published in a digital certificate, which also confirms the identity of
the web server.
When you connect to a site that is secured using SSL using Internet Explorer 11. Clicking the
lock icon displays more information about the site, including the identity of the CA that
issued the certificate, as shown in Figure 2-26. For even more information, you can click the
View Certificate link to open the Certificate dialog box.
Figure 2-26
Viewing the SSL website
identification in Internet
Explorer 11

When visiting certain websites, Internet Explorer may find problems with the digital certificate
such as that the certificate has expired, it is corrupted, it has been revoked, or it does not
match the name of the web site. When this happens, IE will block access to the site and
display a warning stating that there is a problem with the certificate. You then have a chance to
close the browser window or ignore the warning and continue on to the site. Of course, if you
chose to ignore the warning, make sure you trust the website and you believe that you are
communicating with the correct server.
Transport Layer Security (TLS) is an extension of SSL, which is supported by Internet
Engineering Task Force (IETF) so that it could be an open, community‐supported standard,
which could then be expanded with other Internet standards. While TLS is often referred to as
SSL 3.0, it does not interoperate with SSL. While TLS is usually default for most browsers, it
has a downgrade feature that allows SSL 3.0 to run as needed.
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Using Digital Certificates to Encrypt Data
Since email is sent over the Internet, one may be concerned with the data packets being
captured and read. Therefore, there is a need to encrypt emails that contain confidential
information. There are multiple protocols that can be used to encrypt emails. They include:
• Secure multipurpose Internet Mail Extension (S/MIME)
• Pretty Good Privacy (PGP)
Secure multipurpose Internet Mail Extension (S/MIME) is the secure version of MIME, used
to embed objects within email messages. It is the most widely supported standard used to secure
email communications, which uses the PKCS #7 standard. S/MIME is included popular web
browsers and has also been endorsed by other vendors that make messaging products.
Pretty Good Privacy (PGP) is a freeware email encryption system that uses symmetrical and
asymmetrical encryption. When email is sent, the document is encrypted with the public key
and also a session key. The session key is a one‐use random number used to create the ciphertext. The session key is encrypted with the public key and sent with the ciphertext. When the
message is received, the private key is used to extract the session key. The session key and the
private key are used to decrypt the ciphertext.
If someone steals a hard drive that is protected by NTFS permissions, they could take the hard
drive, put it in a system in which they are an administrator of and access all files and folders on
the hard drive. Therefore, to truly protect a drive that could be stolen or accessed illegally, you
can encrypt the files and folders on the drive.
Windows 8/8.1 offers two file‐encrypting technologies: Encrypting File System (EFS) and
BitLocker Drive Encryption. EFS protects individual files or folders while BitLocker protects
entire drives.
Virtual Private Networks (VPNs)—covered later in this lesson—allow remote users to connect
to a private network by using tunneling protocol, such as Point‐to‐Point Tunneling Protocol
(PPTP) and Layer 2 Tunneling Protocol (L2TP). Digital certificates are also used with IP
Security (IPsec), which are often to connect two computers together or to have a remote
computer connect to a corporate office over the Internet. The IP Security extensions enable
you to encrypt and digitally sign communications, to prevent intruders from compromising
them as they are transmitted over a network.

Digital Certificates used in Wireless Communications
Within a few months after the security weaknesses were identified with Wired Equivalent
Privacy (WEP), IEEE created Wi‐Fi Protected Access (WPA) as an interim standard prior to
the ratification of 802.11i followed by WPA2. WPA provides strong data encryption via
Temporal Key Integrity Protocol (TKIP), while Wi‐Fi Protected Access 2 (WPA2) provides
enhanced data encryption via Advanced Encryption Standard (AES), which meets the Federal
Information Standard (FIPS) 140‐2 requirement of some government agencies. To help
prevent someone from hacking the key, WPA and WPA2 rotate the keys and change the way
keys are derived.
Both WPA and WPA2 can run in both personal and enterprise mode. Personal mode, designed
for home and small office networks, provides authentication via a pre‐shared key or password.
Enterprise mode provides authentication using IEEE 802.1X and Extensible Authentication
Protocol (EAP). 802.1X provides an authentication framework for wireless LANs, allowing a user
to be authenticated by a central authority such as a RADIUS server (RADIUS is described in
more depth later in this lesson). Since it uses EAP, the actual algorithm that is used to determine
whether a user is authentic is left open so that multiple algorithms can be used and even added as
new ones are developed. Enterprise mode uses two sets of keys: the session keys and group keys.
The session keys are unique to each client associated between an access point and a wireless
client. Group keys are shared among all clients connected to the same access point. Both sets of
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keys are generated dynamically and are rotated to help safeguard the integrity of keys over time.
The encryption keys could be supplied through a certificate or smart card.

Digital Signature
A digital signature is a mathematical scheme that is used to demonstrate the authenticity of a
digital message or document. It is also used to ensure that the message or document has not
been modified. The sender uses the receiver’s public key to create a hash of the message, which
stored in the message digest. The message is then sent to the receiver. The receiver will then
use his or her private key to decrypt the hash value, perform the same hash function on the
message and compare the two hash values. If the message has not been changed, the hash
values will match.
To prove that a message comes from a particular person, you can perform the hashing function
with your private key and attach the hash value to the document to be sent. When the document
is sent and received by the receiving party, the same hash function is completed. You then use the
sender’s public key to decrypt the hash value included in the document. If the two hash values
match, the user who sent the document must have known the sender’s private key, proving who
sent the document. It will also prove that the document has not been changed.

Using a Smart Card
A smart card is a pocket‐sized card with embedded integrated circuits consisting of non‐volatile memory storage components, and perhaps dedicated security logic. Non‐volatile memory
is memory that does not forget its content when power is discontinued. They can contain
digital certificates to prove the identity of someone carrying the card and may contain permissions and access information. Since a smart card can be stolen, some smart cards will not have
any markings on it so that it cannot be easily identified on what it can open. In addition,
many organizations will usually use a password or PIN in combination of the smart card.
The restricted enrollment agent is a new functionality in the Windows Server 2008 Enterprise
operating system that allows limiting the permissions that users designated as enrollment
agents have for enrolling smart card certificates on behalf of other users.

Using Software Code Signing
Today, executable file, scripts and drivers can be signed to prove where it came from and if the
software, script or driver has been modified. Microsoft’s Authenticode is one technology that
uses certificates to confirm that the software a user downloads and installs actually come from
the publisher and has not been modified. In today’s 64‐bit versions of Windows, you cannot
install a driver that has not been signed.

Managing Certificates
The most common digital certificate is the X.509 version 3. The X.509 version 3 standard specifies the format for the public key certificate, certificate revocation lists, attribute
certificates, and a certificate path validation algorithm (see Figure 20‐1).
The X.509 digital certificate (see Figure 2-27) includes the following fields:
• Version: The version of the certificate format, such as version 3.
• Serial Number: The unique serial number that is assigned by the issuing CA. Based on
the serial number, the CA maintains an audit history for each certificate so that certificates
can be traced, including when the certificate has been revoked.
• Certificate Algorithm Identifier: The public key cryptography and message digest
algorithms that are used by the issuing CA to digitally sign the certificate.
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• Issuer: The name of the issuing CA.
• Validity Period, including the Valid from and Valid to dates: The certificate’s start and
expiration dates.
• Subject: The person, entity, or owner identified in the certificate.
• Subject Public‐Key Information: The public key and a list of the public key cryptography algorithms.
• Key‐usage: The purpose of the public key, such as encipherment, signature, certificate
signing, and so on).
• Certificate Authority’s digital signature: The CA’s digital signature that is used to verify
it came from the issuer.
Figure 2-27
Viewing a X.509 digital
certificate

There are only so many root CA certificates that are assigned to commercial third‐party
organizations. Therefore, when you acquire a digital certificate from a third‐party organization,
you might need to use a certificate chain to obtain the root CA certificate so that it can be
trusted. In addition, you might need to install an intermediate digital certificate that links the
assigned digital certificate to a trusted root CA certificate. The certificate chain, also known as
the certification path, is a list of certificates used to authenticate an entity. It begins with the
certificate of the entity and ends with the root CA certificate.
The third tab of a certificate is the certification path, as shown in Figure 2-28. The path starts
with the Subject certificate and proceeds through a number of intermediate certificates up to a
trusted root certificate, typically issued by a trusted CA.
Figure 2-28
Viewing a certification path
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On a local computer running Windows, the certificates are stored in a certificate store.
Using the Certificates MMC snap‐in, you can display the certificate store for a user, a
computer, or a service according to the purpose for which the certificates were issued
or by using their logical storage categories. Certificates are then organized into the
following folders:
• Personal: These are certificates associated with public keys to which you have access.
These are the certificates that have been issued to the user, the computer, or service that
you
are viewing.
• Trusted Root Certificate Authorities: Implicitly trusted CAs, including all of the
certificates in the third‐party root CAs, store plus root certificates from your
organization and Microsoft.
• Enterprise Trust: This is a container for certificate trust lists, including self‐signed root
certificates from other organizations.
• Intermediate Certificate Authorities: These are certificates issued to subordinate CAs.
• Trusted People: These are certificates issued to people or end entities that are explicitly
trusted. Most often these are self‐signed certificates or certificates explicitly trusted in an
application such as Microsoft Outlook.
• Other People: These are certificates issued to people or end entities that are implicitly
trusted. These certificates must be part of a trusted certification hierarchy. Most often
these are cached certificates for services such as Encrypting File System, where certificates
are used for creating authorization for decrypting an encrypted file.
• Trusted Publishers: These are certificates from CAs that are trusted by Software
Restriction policies.
• Third‐Party Root Certificate Authorities: Trusted root certificates from CAs other than
Microsoft and your organization.
• Certificate Enrollment Requests: These are pending or rejected certificate requests.
• Active Directory User Object: These are certificates associated with your user object and
published in Active Directory.
Windows can also publish certificates to Active Directory. Publishing a certificate in Active
Directory enables all users or computers with adequate permissions to retrieve the certificate as
needed.
Access a Certificate Store
GET READY. To access a certificate store, perform the following steps.
1. Click the Start menu, type mmc.exe, and press Enter.
2. When the console opens, click File > Add/Remove snap‐in.
3. In the Add or Remove Snap‐ins dialog box, double‐click Certificates.
4. On the Certificates snap‐in dialog box, click one of the following:
My user account
Service account
Computer account
5. If you click My user account, click Finish. If you click Computer account, click
Next, choose Local computer, and then click Finish. If you click Service Account,
click Local computer, click Next, click a service account to manage, and then
click Finish.
6. In the Add or Remove Snap‐ins dialog box, click OK. The certificate store opens (see
Figure 2-29).
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Figure 2-29  
Viewing a certificate store

Digital certificates can be imported and exported via electronic files. Four common formats
are as follows:
• Personal Information Exchange (PKCS #12): The Personal Information Exchange
format (PFX, also called PKCS #12) supports secure storage of certificates, private keys,
and all certificates in a certification path. The PKCS #12 format is the only file format
that can be used to export a certificate and its private key. It usually has a .pfx or .p12
filename extension.
• Cryptographic Message Syntax Standard (PKCS #7): The PKCS #7 format supports
storage of certificates and all certificates in a certification path. It usually has a .p7b or
.p7c filename extension.
• DER‐encoded binary X.509: The Distinguished Encoding Rules (DER) format supports
storage of a single certificate. This format does not support storage of the private key or
certification path. It usually has a .cer, .crt, or .der filename extension.
• Base64‐encoded X.509: The Base64 format supports storage of a single certificate. This
format does not support storage of the private key or certification path.

Understanding Certificate Services
Active Directory Certificate Services (AD CS) is a server role that allows you to issue
and manage digital certificates as part of a public key infrastructure. Public key infrastructure (PKI) is a system consisting of hardware, software, policies, and procedures
that create, manage, distribute, use, store, and revoke digital certificates. PKI consists of
certificate authorities and registration authorities that verify and authenticate the validity
of each entity that is involved in an electronic transaction through the use of public key
cryptography. Within the PKI, the certificate authority (CA), also known as certification
authority, binds a public key with respective user identities and issues digital certificates
containing the public key.
When you install a CA, you have the following choices:
• Standalone CA or Enterprise CA
• Root CA or Subordinate CA
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The standalone CA works without Active Directory and does not need Active Directory,
however, the server can be a member of a domain. Users can request certificates using a
manual procedure or web enrollment, where they have to identify information and specify the
certificate they need. By default, all certificate requests submitted to standalone CAs are held
in a pending queue until a CA administrator approves them. However, you can configure
standalone CAs to issue certificates automatically upon request, but this is less secure and is
usually not recommended.
An enterprise CA requires Active Directory and is typically used to issue certificates to users,
computers, devices, and servers for an organization. Users can request certificates using manual
enrollment, web enrollment, auto‐enrollment, or an enrollment agent. Because information
for a user or computer can be retrieved from Active Directory, templates can be used to
generate certificates with the appropriate attributes for the specified certificate type.
The top of the certificate hierarchy is the root CA. Because everything branches from the root,
it is trusted by all clients within an organization. Although smaller organizations have only one
CA, larger organizations have a root CA with multiple subordinate CAs. Although the
enterprise CA can issue certificates to end users, it is usually used to issue certificates to
subordinate CAs.
Although there is only one root CA, there can be one or more subordinate CA. The number
of subordinate CAs needed are determined by geographical location and number of clients.
If a CA is compromised, all certificates issued by the CA and any subordinate CAs that are
under the compromised CA (and corresponding issued certificates) are also considered
compromised.
If you have an enterprise CA, the domain computers will automatically receive a copy of the
enterprise CA certificate in the Certificates (Computer)\Trusted Root Certification
Authorities\Certificates folder so that the client computer automatically trusts the enterprise
CA and the certificates that come from the CA.
To trust a CA including local standalone CAs, you need to manually add the CA certificate to
the Trusted Root Certification Authorities\Certificates folder or you can use Group Policies to
add the certificates. To use group policies, you need to export the CA certificate to a file and
then use Group Policy Management console to create or modify a Group Policy Object
(GPO).

Moving and Copying EFS‐Encrypted Folders
When you move or copy files from one location to another, you need to understand what
happens to the files’ NTFS permissions.
When working with EFS, keep the following in mind:
• You can encrypt or compress NTFS files only when using EFS; you can’t do both. If the
user marks a file or folder for encryption, that file or folder is uncompressed.
• If you encrypt a file, it is automatically decrypted if you copy or move the file to a volume
that is not an NTFS volume.
• Moving unencrypted files into an encrypted folder automatically causes those files to be
encrypted in the new folder.
• Moving an encrypted file from an EFS‐encrypted folder does not automatically decrypt
files. Instead, you must explicitly decrypt the file.
• Files marked with the System attribute or that are in the root directory cannot be
encrypted.
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• Remember that an encrypted folder or file does not protect against the deletion of the
file, listing the files or directories. To prevent deletion or listing of files, use NTFS
permissions.
• Although you can use EFS on remote systems, data that is transmitted over the network is
not encrypted. If encryption is needed over the network, use SSL/TLS (Secure Sockets
Layer/Transport Layer Security) or IPsec.
When copying and moving files, the following three scenarios can result:
• If a folder or file is copied, the new folder or file will automatically acquire the permissions of the drive or folder to which it is being copied.
• If a folder or file is moved within the same volume, the folder or file will retain the same
permissions that were already assigned.
• If a folder or file is moved from one volume to another volume, the folder or file will
automatically acquire the permissions of the drive to which it is being moved.

Using BitLocker To Go
BitLocker To Go enables users to encrypt removable USB devices, such as flash drives
and external hard disks. While BitLocker has always supported the encryption of removable drives, BitLocker To Go enables you to use the encrypted device on other computers
without having to perform an involved recovery process. Because the system is not using
the removable drive as a boot device, a TPM chip is not required.
As mentioned earlier in the lesson, BitLocker is used to encrypt an entire disk or volume. It is
used to protect sensitive data stored on fixed disks in situations that they are lost, stolen, or
moved to another computer. BitLocker was described in Lesson 2; BitLocker To Go is an
extension of BitLocker that is used to encrypt removal USB devices.
To use BitLocker To Go, insert the removable drive and open the BitLocker Drive Encryption
Control Panel. The device appears in the interface with a Turn on BitLocker link just like that
of the computer’s hard disk drive.

Using a Virtual Private Network (VPN)
Today, it is very common for an organization to use a remote access server (RAS), which
enables users to connect remotely to a network using various protocols and connection
types. By connecting to the RAS over the Internet, users can remotely connect to their organization’s network and access data files, applications, and email just as if they were sitting
in their offices.
A Virtual Private Network (VPN) is a private network that uses a public network (for
example, the Internet) to connect remote sites and users. The VPN makes it appear to
computers, on each end of the connection, as if they are actually connected to the same
network. This point‐to‐point connection is emulated by encapsulating the packet in an
IP Header. The information in the header is used to route the information between the
two VPN endpoints.
Tunneling protocols, authentication protocols and encryption levels applied to the VPN
connections determine the level of VPN security you have available. In order for a VPN to
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work both the client and server will need to utilize the same protocols. Overall, VPNs can
provide the following capabilities:
•
•
•
•

Data encryption (confidentiality)
Authentication
Data Integrity (ensure the packets are not modified while in transit)
Non‐Repudiation (guarantee the packets came from the source at a specific time)

The VPN uses the concept of tunneling (see Figure 2-30) to establish and maintain a logical
network connection.
Figure 2-30
VPN tunnel
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There are four types of VPN Tunneling protocols you will encounter:
•
•
•
•

Point to Point Tunneling Protocol (PPTP)
Layer 2 Tunneling Protocol over IPsec (L2TP/IPsec)
Secure Socket Tunneling Protocol (SSTP)
VPN Reconnect (or IKEv2)

The four types of tunneling protocols used with a VPN/RAS server running on
Windows 8/8.1:
• Point‐to‐Point Tunneling Protocol (PPTP): A VPN protocol based on the legacy Point‐
to‐Point protocol used with modems. Unfortunately, PPTP is easy to set up but is
considered to use weak encryption technology.
• Layer 2 Tunneling Protocol (L2TP): Used with IPSec to provide security. L2TP is the
industry standard when setting up secure tunnels.
• Secure Socket Tunneling Protocol (SSTP): Introduced with Windows Server 2008 and
Windows Vista allows users to use HTTPS protocol over TCP port 443 to pass traffic
through firewalls and web proxies that might block PPTP and L2TP/IPSec.
• Internet Key Exchange Version 2 (IKEv2): Also known as VPN Reconnect, this is a
feature introduced with Routing and Remote Access Services (RRAS) in Windows
Servers. It is designed to provide users with consistent VPN connectivity and automatically reestablish a VPN when users temporarily lose their Internet connection.
When using VPNs, Windows 8/8.1 support the following forms of authentication:
• Password Authentication Protocol (PAP): Uses plain text (unencrypted passwords). PAP
is the least secure authentication and is not recommended.
• Challenge Handshake Authentication Protocol (CHAP): A challenge‐response authentication that uses the industry standard md5 hashing scheme to encrypt the response.
CHAP was an industry standard for years and is still quite popular.
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• Microsoft CHAP version 2 (MS‐CHAPv2): Provides two‐way authentication (mutual
authentication). MS‐CHAP v2 provides stronger security than CHAP.
• Extensible Authentication Protocol (EAP‐MS‐CHAPv2): A universal authentication
framework that allows third‐party vendors to develop custom authentication schemes
including retinal scans, voice recognition, fingerprint identifications, smart cards,
Kerberos, and digital certificates. It also provides a mutual authentication method that
supports password‐based user or computer authentication.
Windows 8.1 provides a simple Getting Started Wizard—also known as the Get Connected
Wizard (GCW)—that helps make the setup and configuration of a VPN connection quick
and simple for end users.
To make the process of setting up a VPN profile and connecting to a VPN much simpler in
Windows 8.1, you can use the Create a VPN Connection Wizard.
The Getting Started Wizard requires that you enter the server information and then it auto‐
discovers the authentication methods and tunneling protocols during the initial connection
process.
Create a VPN Connection Using the Getting Started Wizard
GET READY. To create a VPN using the Getting Started Wizard, perform the following steps.
1. On the taskbar, right‐click the Network Status icon and choose Open Network and
Sharing Center.
2. In the Network and Sharing Center window, click setup a new connection or network.
3. In the Set Up a Connection or Network Wizard, click Connect to a workplace and then
click Next.
4. On the How do you want to connect page, click Use my Internet connection (VPN).
5. On the Type the Internet address to connect to page (as shown in Figure 2-31), in
the Internet address text box, type the host name or IP address of the Remote Access
server. In the Destination name text box, type a label that will identify the VPN
connection. Click Create.
Figure 2-31  
Creating a VPN connection

Authentication and Tunneling protocols will be negotiated and configured during the
first successful connection attempt using the user name and password.
6. To see the VPN connections, you can click the Network Status icon on the taskbar.
7. Click the VPN connection you created and then click Connect.
8. Type your credentials and then click OK.
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You can also view and edit your connection by opening the Network and Sharing Center, and
clicking Change adapter settings. Then right‐click VPN connection and choose Properties.
The following provides a brief explanation for each tab:
• General: Provides host name and IP address of VPN server.
• Options: Enables and disables your credentials, sets idle time before hanging up, and
configures PPP settings.
• Security: Configures Data encryption settings, authentication, and tunneling protocols,
as shown in Figure 3-32.
• Networking: Configures transports (IPv6, IPv4, File and Printer Sharing, and Client for
Microsoft Networks).
• Sharing: Enables settings that allow others to connect through this computer’s network
connection.
Figure 2-32
Configuring the type of VPN
connection and data encryption
used

Su m m a r y Sk i ll M a t r i x
In this lesson you learned:
•
•
•
•
•

•

Using public cloud services such as OneDrive and Office 365 enable you to take advantage
of hosted solutions. This means users have the ability to access their information from
anywhere at any time across multiple devices.
Public cloud services provide a way to access information from anywhere at any time.
There are many definitions for the cloud. Microsoft defines a public cloud as a Web‐based
service that is hosted outside of your organization.
Taking advantage of cloud computing services such as Microsoft Office 365 can reduce the
workload on your IT staff. It can also improve the collaboration between your team
members.
Azure Storage is cloud storage designed for large‐scale applications including providing a
storage foundation for Azure virtual machines. The cost for Azure Storage is based on the
amount of data stored and the number of requests made.
Storage Spaces is a feature in Windows 8.1/Windows Server 2012 R2 that allows you to
combine multiple disks into a single logical volume that can be mirrored to protect against
one or more drive failures. When the drives are combined, Windows places them into a
storage pool.
A file system is a method of storing and organizing computer files and the data they
contain to make it easy to find and access this information. A file system also maintains
the physical location of the files so that you can find and access the files in the future.
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•
•

•

•
•

■■ Knowledge

Windows Server 8.1 supports FAT16, FAT32, NTFS and Resilient File System (ReFS) file
systems on hard drives.
A permission is defined as the type of access that is granted to an object, such as NTFS
files and folders. When files and folders are created on an NTFS volume, a security
descriptor known as an Access Control List (ACL) is created.
The folder/file structure on an NTFS drive can be complicated, with many folders and
nested folders. In addition, because you can assign permissions to groups and at different
levels on an NTFS volume, figuring out the effective permissions of a particular folder or
file for a particular user can be tricky.
Most users are not going to log onto a server directly to access their data files. Instead, a
drive or folder will be shared (known as a shared folder), and they will access the data files
over a network. To help protect against unauthorized drive or folder access, you should use
share permissions along with NTFS permissions (assuming the shared folder is on an NTFS
volume).
One basic network services is network printing, in which multiple users can share the same
printer. This is a cost‐effective solution when you have multiple employees in different
locations.
Encryption was defined as the process of converting data into a format that connect be
read by another user while decryption is the process of converting data from encrypted
format back to its original format.

Assessment
Fill in the Blank
Complete the following sentences by writing the correct word or words in the blanks provided.
1. A pocket‐sized card with embedded integrated circuits that is used for authentication is
known as a(n)        .
2. A(n)         defines the type of access over an object or the properties of an
object such as an NTFS file or printer.
3.         permissions flow from a parent object to a child object.
4.         is a Microsoft file‐hosting service that allows you to store and create
files and folders and share them with other users and groups.
5.         is a Microsoft cloud storage designed for large‐scale applications
including providing a storage foundation for Azure virtual machines.
6.         allow you to combine multiple smaller drives into a single larger logical
volume
7. When using storage spaces, you will need a minimum of         drives to
create a three‐way mirror.
8. Most Windows 8/8.1 users use the         file system because it supports larger
disks than FAT32 or FAT.
9. The newest file system used in Windows that is designed to increase data availability, even
when there are errors, is        .
10. The         permission needed for a user to manage his print jobs.
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Multiple Choice
Circle the letter that corresponds to the best answer.
1. Which NTFS permission is needed to change attributes and permissions?
a. Full Control
b. Modify
c. Read and Execute
d. Write
2. Which type of permission is granted directly to a file or folder?
a. Explicit
b. Inherited
c. Effective
d. Share
3. If you copy a file or folder to a new volume, which permissions will that file or folder
have?
a. The same permissions that it had before.
b. The same permissions as the target folder.
c. The same permissions as the source folder.
d. No permissions at all.
4. Which of the following uses an ACL?
a. NTFS folder
b. Active Directory user
c. Registry key
d. Login rights
5. Which type of key has one key for encryption and a different key for decryption?
a. Symmetric
b. Asymmetric
c. Hash function
d. PKI
6. Which infrastructure is used to assign and validate digital certificates?
a. Asymmetric algorithm
b. Active Directory
c. PKI
d. VPN
7. Which of the following is not a share permission?
a. Full Control
b. Write
c. Change
d. Read
8. Which of the following is a subscription‐based software service that enables users to use
Office Apps via the Web?
a. Microsoft Office 365
b. Skynet
c. AppLocker
d. GPOs
9. The person who signs up for the Office 365 subscription is assigned which of the following roles by default?
a. Global Administrator
b. User Management Administrator
c. Billing Administrator
d. Service Administrator
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10. Which method provides the easiest way to quickly share files and folders with other users
on the network just by copy the files and folders?
a. Advanced Sharing
b. Quick share
c. Public folders
d. HomeGroup

True / False
Circle T if the statement is true or F if the statement is false.
T     F

1. If full control is assigned to a parent object for a user, the full control permission
will overwrite explicit permissions at a child object.

T     F

2. When calculating the NTFS and share permissions, you would apply the more
restrictive permissions between the NTFS and shared permission.

T     F 3. When mapping a drive, you specify the UNC.

■■ Case

T     F

4. Full Control NTFS permissions override the Deny permission.

T     F

5. When using thin provisioning, you install some of the disks when you begin and
then install additional drives when you start running out of disks.

Projects
Scenario 2‐1: Corporate Collaboration
You are an administrator for the Contoso Corporation, which has approximately 300 users
and consists of a corporate office with several sites. In addition, you have many mobile users
who work from home. Users need to easily collaborate on projects no matter where they are
working form. The primary documents are Microsoft Office documents. Describe how you
can accommodate this situation for the Contoso Corporation.

Scenario 2‐2: Creating a Large Volume
You have a new desktop running Windows 8.1. However, you try to copy your file repository
and find out that you do not have enough disk space. You have 400 GB of free disk space on
your C drive and you have 3 smaller 500 GB drives. Describe how to use these disks to create
a larger disk.

Scenario 2‐3: Sharing a Folder
You are working on a company‐wide project. To collaborate, you will create a folder for users
to access the project files. The team will consist of several people from each department. Some
users will have Read access while other users need to create and modify documents. Describe
how to manage this folder.

Scenario 2‐4: Managing Printers
You are an administrator for the Contoso Corporation and you administer several sites. These
sites have a file server and several shared printers. You need to make sure that the manager at
each site can delete print jobs that get stuck or are having problems while allow users to
manage their own print jobs. Describe how to configure the printers for this scenario.

